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1 Introduction 

Coastline Sight and Hearing is committed to maintaining high standards of privacy and 

confidentiality in all aspects of operations and service delivery. The organisation holds 

some private and confidential information in casefiles, personnel files and within its 

online systems. Coastline Sight and Hearing will ensure compliance with the Data 



Protection Act 2018 and the UK General Data Protection Regulation (GDPR) which 

applies to all organisations that collect, store or otherwise process personal data. 

  

Personal data includes name, address, medical diagnosis, dates of birth, telephone 

numbers, national insurance number, ethnicity, sexuality, family, relationships and 

finances.  

 

Organisations which are established for not-for-profit making purposes can be exempt 

from registration with the Information Commissioner’s Office (ICO). As Coastline Sight 

and Hearing is a not-for-profit organisation, the charity has therefore not registered 

with the ICO. 

The organisation nevertheless intends to ensure compliance with the Data Protection 

Act 2018 and the UK General Data Protection Regulations (GDPR). 

The organisation intends to appoint a Data Protection Officer (DPO) to help it do this.  

 

  

Organisations must be able to demonstrate compliance with UK GDPR. This includes: 

  

• Establishing a governance structure with roles and responsibilities 

• Keeping a detailed record of all data processing operations 

• Documenting data protection policies and procedures 

• Carrying out DPIAs (data protection impact assessments) for high-risk processing 

operations   

• Implementing appropriate measures to secure personal data. 

• Conducting staff awareness training. 

The Data Protection Act 2018 is concerned with the personal data of living people. In 

the context of Coastline Sight and Hearing this includes information held on computer, 

information in physical case files, information in assessments, information in referrals, 

information in diaries, photographs, information on social media, information in 

traditional media and information communicated verbally or via email.  

  



  

2 Aims and Objectives 

  

• To ensure that confidential records are properly managed. 

• To ensure that confidential information is only released in accordance with this 

policy and appropriate legislation.  

• To ensure that information is only disclosed with the informed consent of the 

person or organisation to which the information relates unless in some 

exceptional circumstances (safeguarding risk or emergency, legitimate and 

legally mandated disclosure etc.) 

• To promote a policy that respects commercial sensitivity and the reputational 

integrity of Coastline Sight and Hearing. 

• To ensure that all trustees, volunteers and employees have a clear understanding 

of the guidelines and expectations to ensure confidentiality and data protection 

principles are adhered too.  

  

3 Data Protection Guidelines  

  

• Data must be processed fairly and lawfully 

• Personal data shall be obtained for only one or more specified and lawful 

purposes, and shall not be further processed in any manner incompatible with 

that or those purposes 

• Personal data should be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed 

• Personal data shall be accurate and where necessary, kept up to date 

• Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or purposes 



• Personal data shall be processed in accordance with the rights of data subjects  

• Appropriate technical and organisational measures shall be taken against 

unauthorised or unlawful processing of personal data, and against accidental loss 

or destruction of, or damage to, personal data 

• Personal data shall not be transferred to a country or territory outside the United 

Kingdom or the European Economic Area unless that country or territory ensures 

an adequate level of protection for the rights and freedoms of data subjects in 

relation to the processing of personal data 

 

Confidentiality is essential because we recognise: 

  

• The possible consequences for the organisation or individual if it is breached 

• The rights of organisations and individuals to have control over information about 

them 

• The duties placed on us whereby breaches of confidentiality could lead to 

complaints, grievance or disciplinary actions, or even legal action against us 

• Good practice and our standards for service user care and service delivery 

• Adherence to the objects, ethics and principles of our governing document  

  

4 Our Commitment 

  

The use of the personal information that Coastline Sight and Hearing collects, stores 

and processes will be used to provide a service consistent with the charitable objects 

of the organisation as described in the governing document. Coastline Sight and 

Hearing will not sell, trade, rent or lend confidential information to anyone. Sensitive 

business or other commercial information will be treated in the same confidential 

manner as person-specific information.  

Coastline Sight and Hearing will justify the purpose of every proposed use or transfer 

of information collection and processing of data will be clearly defined and scrutinised, 



with continuing uses regularly reviewed by an appropriate guardian. The charity will 

not disclose sensitive personal or commercial data to a third party unless in 

exceptional circumstances such as a safeguarding risk to a person or a legitimate and 

legally mandated request for disclosure. Person specific information will not be 

disclosed unless there is a legitimate reason and there is no alternative. The charity 

will ensure that access to information is on a strict need to know basis and only the 

minimum amount of information necessary for the legitimate purpose will be disclosed 

and no additional, unessential information will be offered.  

The trustees and managers will ensure everyone working on behalf of Coastline Sight 

and Hearing are aware of their responsibilities and obligations. This will include 

information that enables all trustees, volunteers and employees to understand the 

importance of adhering to the legal requirements of the appropriate legislation. All 

confidential and sensitive personal information will be stored under secure and 

restricted conditions within the charity office. 

 

  

5 Principles 

  

The three main principles of the Data Protection Policy are “informed consent”, “need 

to know” and “third party disclosure”. These principles apply both to members of the 

public and to members of staff. 

  

Informed Consent 

Disclosure of personal information will only take place with the informed consent of 

that person. For consent to be informed, we will tell the member of the public/staff why 

there is a need to share information, with whom it will be shared and the likely 

consequences of agreeing or not agreeing to disclosure. We will state clearly that the 

information given may need to be shared with others in order to be able to provide the 

service requested and that non-disclosure could mean that a person would not gain 

access to a service or to support to which they might otherwise have been entitled.  We 

will inform members of the public accessing Coastline Sight and Hearing services, 

activities or events of our Data Protection Policy at the first point of contact and ask 



them to give their consent to permit the passing on of any personal information given, 

if necessary, on a “need to know” basis. 

  

Need to Know 

The transfer of personal information relating to a member of the public/staff will be kept 

to a minimum on a need-to-know basis. Only those staff or other service providers 

who have a need to know, in order to provide relevant services, will share information 

and only after informed consent has been given. 

  

Disclosure to Third Parties 

Personal information will only be disclosed to third parties with the express, written or 

oral, consent of the person(s) who is (are) the data subject(s). Disclosure will only be 

considered and consent sought, where there are clear reasons why this should 

happen. We will ensure that the recipient understands the need for confidentiality and 

that disclosure only takes place on the terms agreed with the person it concerns. On 

any occasion when confidential information is provided by way of a written or an oral 

response, we will state that the information provided is CONFIDENTIAL and should 

be respected and processed as such.   

  

6 Guidelines 

• All hard copy personal data must be kept in locked cabinets. 

• Only authorised people may access personal data.   

• Ensure that all service users / data subjects where appropriate sign a ‘sharing of 

confidential information’ consent form which details what data we collect, store 

and in what circumstances we would distribute this information without consent.  

• Some information relating to racial or ethnic origin, political beliefs, medical 

diagnosis and sexuality is subject to special rules. You must obtain explicit 

consent to record, alter or otherwise use details like this.  

• If information is being passed on you must ensure that we have permission to do 

so from the individual.  No personal information must be passed on without this 

consent (unless in exceptional circumstances).  



• If information is disclosed to us via external agencies/professionals ask whether 

the data subject/service user is aware that this information is being disclosed.  

• Ensure that you ask, inform and seek the consent of the person with whom you 

are communicating during the referral or assessment process and state that you 

are recording the information and the reasons for this.  

• Service User information must, where necessary, be kept up to date and only held 

for 2 years after our last contact with them.  

• Coastline Sight and Hearing operates a clear desk policy. This means that no 

personal information must be left on your desk when you are not there. This 

includes leaving the desk for short breaks. 

• Computer screens must be sited to ensure that unauthorised people cannot see 

personal information displayed.  

• Passwords or other pass codes should be unique, suitably complex and changed 

regularly.  

• Ensure that any personal information deliberately deleted from your computer 

(and where you envisage never needing it again) is unrecoverable. 

• Name computer files with a clear, meaningful title to avoid confusion and 

accidental deletion, but do not name files with personal confidential information 

(e.g. names) 

• Take reasonable precautions to protect computers and manual files from theft 

and physical damage, e.g. leave laptops in the locked boot of your car when out, 

do not leave it on view to the public at home or next to a ground floor open window 

in the office etc.   

• When sending information via an unsecured email server such as Outlook or 

Gmail do not send any personally identifiable or sensitive commercial 

information.  

• Do not send documents as attachments via email which contain personal 

sensitive data unless the document is password protected.  



• Service users / data subjects whose personal data we hold must be reminded to 

confirm that their personal details are up to date on an annual basis. This includes 

staff. 

• Incoming emails containing personal data must be deleted promptly after 

opening. The email will be opened and the information within recorded securely. 

The email will then be deleted (including deletion from the email servers ‘trash’ or 

‘recycle bin’).  

• If there is a possible breach of security (e.g. unintentional disclosure of 

information), report this to the Manager at the earliest opportunity.  

• Coastline Sight and Hearing must provide entitled access to data subjects of 

information held about them upon request. Any requests must be made to the 

Manager either verbally or in writing. 

• Requests to view personal information will normally be responded to within 5 

working days.  

• Training on the Data Protection Policy where necessary will be included in trustee, 

volunteer and employee induction and annual appraisals.  

  

7 Data Breaches 

Any breach of this policy, intended or accidental, is unacceptable. Infringements of this 

policy will be responded to seriously as a disciplinary matter under the charity’s normal 

disciplinary procedures and may involve either informal or formal action depending on 

the seriousness of the case. Any breaches or errors with regards to data protection 

and confidentiality must be reported to a trustees or manager at the earliest 

opportunity. The trustee or manager will then investigate the breach and create a 

written incident report that will be sent to the Board of Trustees. This report will contain 

any interim measures or actions taken, and recommendations aimed at avoiding a 

reoccurrence of any breach. 

The charity has the authority to appoint a DPO to monitor compliance with DPA/GDPR 

guidelines and this is regarded as best practice. This appointment is usually an unpaid 

role / additional duty for a trusted member of staff. If appointed the DPO may receive 

additional guidance and training. 



  

  

8 Policy in Practice 

  
Information discussed during meetings where third parties may be present 

should be treated with the same high levels of confidentiality. When 

professionals from external agencies or other appropriate individuals attend 

meetings at Coastline Sight and Hearing’s office to discuss a service user they 

should sign ‘Confidentiality for Visitors’ form acknowledging their commitment 

to confidentiality and data protection.  

Service users’ telephone calls, text messages, letters, social media messages, 

or visits to the Coastline Sight and Hearing office are confidential. 

Casework and confidential information should not be shared or discussed with 

other volunteers or employees except in circumstances where there is a 

legitimate reason to share and disclose that information.  Information is only 

shared in compliance with the legal guidelines and on a ‘need to know’ basis. 

Volunteers and employees should not disclose confidential information about 

service users to other colleagues unless there is a legitimate reason for doing 

so. Any conversation where confidential information is shared or disclosed 

should take place in a private and appropriate setting.  

  
Confidentiality will only be breached in the following circumstances: 

    

  
Coastline Sight and Hearing is legally and ethically obliged to say whether or 

not a service user is known to the charity where police have reasonable 

suspicion that a person they believe has contacted the service is connected 

with a crime currently under investigation.  Where a service user discloses a 

violent history and poses a risk to themselves or others, external agencies shall 

be notified about this risk.       



  
Coastline Sight and Hearing works in accordance with its Safeguarding Policy 

(Adults) and Safeguarding Policy (Children) and will share information 

according to these procedures. Any concerns regarding child or vulnerable 

adult protection shall be brought to the attention of the Designated 

Safeguarding Lead promptly and without delay. Please see Safeguarding 

Policy (Adults) and Safeguarding Policy (Children) for further guidance.  

  
Where a young person under 16 has been reported missing to the police, staff 

will disclose whether or not that individual has recently contacted Coastline 

Sight and Hearing to the police but not to a parent (in case this puts the child 

at risk). Where information is disclosed either in exceptional circumstances or 

where there has been an unauthorised breach the trustees and manager will 

be informed at the earliest opportunity and a written record of the 

disclosure/breach will be made and sent to the Board of Trustees.  
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